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Cyber threats can begin from a small crack in an information asset and spread
the damage to the rest of the world until the damage can be widespread, impeding the
operations of a country's vital activities. Therefore, in order to be responsible for the
public, the Cybersecurity Act B.E. 2562 has stipulated that sovernment agencies and key
service sectors must issue control measures to protect vulnerabilities in their information
systems, preventing them from being attacked and spreading damages to public. This
research examines the guideline for the use of protection control measures for the
Information System of the Royal Thai Armed Forces Headquarter. By comparing with the
control measures establishment of protection process used by the ISO/IEC 27001:2013
standard, the two problem sfactors for improvement were identified and both factors
can potentially be used to improve the process for the information systems of the Royal
Thai Armed Forces Headquarter to establish the protection control measures process.

The two factors which are likely to be adopted for improvements in the use
of protection control measures of the Royal Thai Armed Forces Information System are:
1) the completeness of the scope of information assets in the information system and
2) the conduct of risk assessment before selecting control measures to match risks of
the information asset. Then both factors became the issues for interviewing experts who
are working on information systems security area of the Royal Thai Army Headquarters
in both at the executive and technical levels. All of them agree that the completeness

of the scope of information assets is very important in safeguarding the information



system. Moreover, some shared an important opinion on the use of impact-based control
measures that the method are easier and faster and is suitable for initial determining of
control measures because this method can prioritize assets that require immediate
action.

An approach for the development of control measures to protect information
systems of the Royal Thai Armed Forces Headquarters are: first, defining list of complete
information assets of the information system and; second, selecting of control measures
according to the risk assessment results. The control measures to protect information
systems may begin according to the asset importance, however, risk assessment should
be conducted as soon as possible in order to adjust the control measures to match
accordingly with asset risks to reduce the wasted budget, manpower, and the

unnecessary use of complicated information systems.



